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REPORTING

X-Pack posibilita la generacion de informes que
contienen los dashboards, visualizaciones y busquedas
guardadas.

Se exportan en formato PDF.
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CREACION DE REPORTS

« Una vez instalado X-Pack, el menu Reporting se
anade en la barra superior.

Editing METRICBE - REAL une 15th 2017, 22:53:58.137 to June 16th 2017,
A citing ’ i Save Cancel Add Options Share Reporting < G)J "16'24 ‘OASS J 1

Dashboard
T

Reporting
Generate Printable PDF

Visualize Generation URL
Dashboard https://172.16.1.21:5601/api/reporting/generate/dashboard/cd275850-5218- -af dg ( f,pause:!fvalue:0),time:(from:
Timelion
Machine Learning
Graph
Dev Tools
Monitoring

Management




CREACION DE REPORTS

« Se pueden descargar los informes y ver su estado
desde su correspondiente mend.

Generated Reports

Filter Reports: @ Only show my reports

Document Added Status Actions

METRICBEATS - REAL TIME 2017-06-21 @ 12:23 AM processing
dashboard elastic 2017-06-21 @ 12:23 AM

Document Added Status Actions
METRICBEATS - REAL TIME 2017-06-21 @ 12:23 AM completed a
dashboard elastic 2017-06-21 @ 12:23 AM




CREACION DE REPORTS

CPU Usage

8.15%

Inbound Traffic

5.9KB

Total Transferred 1.1GB
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AUTOMATIZACION DE REPORTS

Se pueden crear informes desde un Watch haciendo
uso de la APLI.

Dashboards:

/api/reporting/generate/dashboard/<dashboard-id>
Visualizations:

/api/reporting/generate/visualization/<visualization-id>
Saved Search:

/api/reporting/generate/search/<saved-search-id>




AUTOMATIZACION DE REPORTS

- Ejemplo:

"actions" : {
"email_admin" : { @
“email": {
"to": "'Recipient Name <recipient@example.com="",
"subject": "Error Monitoring Report",
"attachments" : {
“"error_report.pdf" : {
“reporting" : {
"url": "http://0.0.0.0:5601/api/reporting/generate/dashboard/Error-Monitoring?
_g=(time: (from:now-1d%2Fd,mode:quick,to:now))", @
"retries":6, ©

“interval“:"1s", @
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MACHINE LEARNING

Modulo (beta) que automatiza el analisis de time-series
creando un patron de comportamiento normal e
identificando anomalias en dichos datos.

Datos recogidos de ES y mostrados en su correspondiente

plugin de Kibana.
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FUNCIONAMIENTO M.LEARNING
Algoritmos capaces de detectar:

- Anomalias relacionadas con la desviaciéon en tiempo,
contabilizados, frecuencias...

- Rarezas estadisticas.

- Comportamiento inusual de un miembro perteneciente
a una poblacion.

Transparente para el usuario final (abstraccion de
algoritmos, modelos, configuraciones...).



FUNCIONAMIENTO M.LEARNING

- Ingesta de datos
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FUNCIONAMIENTO M.LEARNING

- Busqueda de anomalias

Time series analysis

Zoom: auto 12h 1d 1w 2w  (aggregation interval: 10m)
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FUNCIONAMIENTO M.LEARNING

« Detalles

Anomalies

Severity threshold: 4 warning ~ Interval:  Auto ~
time © max severity © detector © actual © typical © description © jobID =

~ April 14th 2017, 06:00 A6 sum(total) 4045220 4698040 ¥ 1.2x lower total-requests
Description:
critical anomaly in sum(total)
Details on highest severity anomaly:
time: April 14th 2017, 06:00:00 to April 14th 2017, 06:10:00
function: sum
fieldName: total
actual: 4045220
typical: 4698040
job ID: total-requests
probability: 3.12169e-10

N —




FUNCIONAMIENTO M.LEARNING

+ Deteccion de ataques de fuerza bruta

Anomalies

high_count - system.auth.hostname ip-10-77-20-248 @
100

03388883388

02PM 03PM 04PM 05PM 06PM O7PM 08PM 09PM 10PM 11PM  Fri31

Severity threshold: 4 warning ~  Interval:  Auto +

time = max severity - detector - found for influenced by © actual * typical © description = JjobID *

» March 30th 2017, 16:00 Ass high_count ip-10-77-20-248 'system.auth.hostname: ip-10-77-20-248 101 0.10187 4 More than 100x higher suspicious_login_activity
system.auth.ssh.ip: 24.151.103.17
system.auth,user: elastic_user_0

*» March 30th 2017, 17:00 ENE] high_count ip-10-77-20-248 ‘system.auth.hostname: ip-10-77-20-248 32 0.111533 4 More than 100x higher suspicious_login_activity
system.auth.ssh.ip: 24.151.103.17
system.auth.user: elastic_user_0

» March 30th 2017, 22:00 an high_count ip-10-77-20-248 system.auth.hostname: ip-10-77-20-248 8 0.108543 + 7éxhigher suspicious_login_activity
system.auth.ssh.ip: 181.25.201.155
system.auth.user: openerp
system.auth.user: root




