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Lab Module 08: Perform Active Sniffing

Lab 1

Task 1: Perform MAC Flooding using macof

Task 2: Perform a DHCP Starvation Attack using Yersinia

Lab 2 Module 08: Perform Network Sniffing using Various Sniffing
Tools

Task 1: Perform Password Sniffing using Wireshark

Lab 3 Module 08: Detect Network Sniffing

Task 1: Detect ARP Poisoning and Promiscuous Mode in a Switch-Based Network

From:
https://miguelangel.torresegea.es/wiki/ - miguel angel torres egea

Permanent link:
https://miguelangel.torresegea.es/wiki/info:cursos:pue:ethical-hacker:sesion2:lab8

Last update: 20/02/2025 23:52

https://miguelangel.torresegea.es/wiki/
https://miguelangel.torresegea.es/wiki/info:cursos:pue:ethical-hacker:sesion2:lab8

	Lab Module 08: Perform Active Sniffing
	Lab 1
	Task 1: Perform MAC Flooding using macof
	Task 2: Perform a DHCP Starvation Attack using Yersinia

	Lab 2 Module 08: Perform Network Sniffing using Various Sniffing Tools
	Task 1: Perform Password Sniffing using Wireshark

	Lab 3 Module 08: Detect Network Sniffing
	Task 1: Detect ARP Poisoning and Promiscuous Mode in a Switch-Based Network



